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As one of the main countries in the flow of data elements, China has already established a
comprehensive compliance regulatory mechanism for cross-border data flows. Three paths for
outbound data transfers—security assessment, standard contract filing, and personal information
protection certification—have all been formally implemented, with various provinces and cities
introducing cases across industries such as biopharmaceuticals, automotive manufacturing, cross-

border e-commerce, and corporate credit reporting.
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At the same time, China is also actively formulating and promoting relevant “burden reduction”
policies to further reduce compliance costs for enterprises. For example, the "Provisions on
Regulating and Promoting Cross-border Flow of Data (Exposure Draft)" issued on 28 September
2023, clearly listed the exemptions for data outbound tranfers; Similarly, the “Implementation
Guidelines on the Standard Contract for Cross-boundary Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)”, issued in December
2023, simplifies the compliance requirements for the flow of personal information between the

Mainland and Hong Kong.
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Choosing the right path for export, determining who applies for data export, and figuring out how
to achieve compliant data export are major challenges for most foreign-owned enterprises and
multinational corporations. For this reason, we wrote this white paper, starting from the actual
business scenarios of enterprises, and combing through the core issues of enterprises' concern to
form Operational Q&As and Practical Exercises. We hope this will help enterprises to clarify the

compliance path of outbound data transfer and achieve the orderly flow of data.
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In the face of the choice of outbound data transfer paths, we respectively take three paths as the
axis, addressing the issues and conducting analyses for each path one by one. We have
summarized 30 operational questions along with 10 real cases, presented in a Q&A format
supplemented by practical exercises. By analyzing and interpreting the regulations and policies, as
well as exploring common scenarios in outbound data transfers, we provide guidance for

enterprises on choice of the right paths, and help them to find a way out of the strong regulation.
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— Bt %W (Overview) —

 EER SRR A

I. Pivot View of China’s Outbound Data Transfer Paths

(—) BARREIR
(D) Origins of Paths

Bais B ah & SRRy o iR, Bl E8L R 22U AN ANE R e
BRI IR

The cross-border flow of data is an inevitable part of the globalized digital economy, and there is
consensus that the protection of data sovereignty, data security, and personal information
protection are subject to global regulation.

HE H ARG e it 7 =40, B B S e s A NS B B bR ifE
alFEEE R “HEGFREED . DAE) %%&@E%ﬁé%ﬁ(i”“AAh

YAIE™ . ZFPIRIET (D NEERYE) 5 38 5658 1 RHUE, /\Ah,m&@%
DL 5525 75 2, AR AR A NME BN, N A NI () IRIEARIES
VU426 RO e 3 B S A A T T e viAil s () FIRE SRS AR T TR E 4k
PHURREAT S NAG BRYIE s (=) 2 U S WA B0 171 1) PR A & R 55 B AR5 3T AL
IR, 2R HIBCRIAN L 555 (T 3R ATBOE M B 5 WS # T E i H At 26

China's current laws provide three paths for outbound data transfers, namely: security assessment

for outbound data transfers, the filing of the Standard Contract for outbound transfer of personal

information (or “SC Filing”), and security certification for cross-border processing activities of

personal information (or "Personal Information Protection Certification, PIPC"). All three are

derived from Article 38, Paragraph 1 of the Personal Information Protection Law, which provides

that where a PIP genuinely needs to provide personal information outside the territory of the
People's Republic of China due to business or other needs, it shall meet any of the following
conditions: (I) to have passed the security assessment organized by the Cyberspace Administration
of China in accordance with the provisions of Article 40 thereof; (II) to have obtained a Personal
Information Protection Certification issued by a specialized agency in accordance with the
regulations of the Cyberspace Administration of China; (III) to have entered into a contract with
an oversea recipient under the standard contract formulated by the Cyberspace Administration of
China, specifying the rights and obligations of both parties; or (IV) to meet other conditions
prescribed by laws, administrative regulations or the Cyberspace Administration of China.

] B & 15 BE 0] 2 471 9/55
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(Z) B ARIL
(IT) Path Selection

HaE—wE
Meet any one scenario

BEABRE—E, B TEFARSRRKARZER
PMANEEBRLIEE
Cross-border processing of personal information between
multinational companies or subsidiary companies and
affiliated companies within the same economic or business

KRECEMRIBEEE e — alifk: B/EIME
— Critical Information HIEHIBT SIS HRSh, LARREANMRMETREERSHERN, HREARE | | i, ;
Infranstructure Operator P . RANNER Option: Securtiy
Conclusion: Security RATAES . . Certification
pHEEE Assessment for Outbound Handle personal information of domestic natural persons
— s Data Transfers from outside the territory with the purpose of providing
Processing important data . . .
e, X domestic natural persons with products or services
1
_E_M’I‘)\_EE E TEFSh, o, THERRBERANTA
| Processing Pl — The acts of domestic natural persons are analyzed and
_LM@MAT‘E’E i e \ ' evaluated from outside the territory
| Processing sensitive PI | \ (AT
| ] ) ﬁ aiE RELRE—ECTR (L E—AR
L 1R il SE), WAIRIEHIE
PAE@EIE HERE Meet any one scenario TS Conclusion: Fllinqof e If none of the concluded items
ivot View of the " % i ;i paninesn yonsed |(sotins
Define the quantity \ Special Scenario Contract procession: eral data), the
Path[Note] N [According to the current data may bg :;:,w ]
outbound.

preferred suggestion in practice]
A, JEAR, JESE
Person, not person-times, not no. of pieces N

4M21005 ALLEN A BRISIRMES
A data processor who has processed personal
information of over one million persons

B.LE1 51 BRRTEENE 05 AT ASS FHH—:
Provided personal information of 100,000 BE1: FEaRaER
persons cumulatively since January 1 ofthe | ______ = HBE2: BESIAE
previous year abroad 4 T BFRES = Choose either one:
- All not meet Path 1: Filing of Standard Contract
B LF1 81 BRERiTEE/MEET B ABENAG Path 2: Security Certification

BRGNS

A data processor who has provided sensitive
personal information of 10,000 persons
cumulatively since January 1 of the previous year
abroad

F: HAM, SCEMAESBRXERAMES/ FEFNITHRAMAGRABEERIBNS, FEBRXEXRAMBASEEFINITHRZ BN M ANEREBRR, TEEEREN, TUEEREARER.
In particular, for Pl processors and recipients registered in the Mainland part of the Guangdong-Hong Kong-Macao Greater Bay Area/Hong Kong SAR, for cross-border flow of personal data between the Mainland part of the Guangdong-

Hong Kong-Macao Greater Bay Area and the Hong Kong SAR that does not contain important data, the option of filing of standard contract is available.

BB 5 S LU 2R 1)
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() Ba#se (B8E)
(IIT) Path Exemptions (if any)

S LR, Dyt AR A A R B B A T i S s, E X BIME S A=
f£2023 4 9 H 28 Hili & 7 (Fya et B is Bamai e (EREIARDY CRAR “(iE
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Meanwhile, in order to further reduce the compliance cost of enterprises in cross-border data
transfer, the Cyberspace Administration of China issued the "Provisions on Regulating and
Promoting Cross-border Flow of Data (Exposure Draft)" (the “Exposure Draft”’) on 28 September
2023, with the intention of reducing the burden of cross-border flow of data elements. The

Exposure Draft clarifies the following two main points:

1L (BRI e BB 0, A ERREE 82 21 IT32A
R MEARHES AL A A AE BRI

[ Exemptions] Under any of the following circumstances, it is not required to apply for
security assessment for outbound data transfers, the SC Filing, and PIPC:

= [EHBER S HAREME BRGNS E S S E S b AR s, A
AN B B R

where data outbound transfer arising from international trade, academic cooperation, cross-
border production and manufacturing, marketing activities, and others, excluding the transfer

of personal information or important data;
= AR AR N E B AR
providing personal information not collected in China to locations outside China;

= N BATDMMERN T BREANNE R, WSS, RN PR
JETT . SRUESPEEAE, AR B AME B N AE BT

where the personal information must be provided abroad, as it is necessary for the conclusion
and performance of a contract to which the individual is a party, such as cross-border

shopping, cross-border remittance, air tickets and hotel booking, visa processing, etc.

= IRV E 1 57 SR I ) B ATARIE RS LT A SR AR R S il A\ ) B B, A A B
AR A 5 AN NAB B
for human resources management in accordance with the labor regulations and rules

formulated in accordance with the law and collective contracts concluded in accordance with

the law, it is necessary to provide abroad the personal information of internal employees;

[ bR & H 35 BRI 2 51
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KO RS BRI A A i BRI 7 22 A, b AU A N5 B

where personal information has to be provided overseas to protect the life, health, and

property safety of natural persons in an emergency; and
T —E N TR BEAMEBEAN 1 0 AN NGB,

where the PIP is expected to provide personal information of less than 10,000 individuals to

locations outside China within one year.

(BRI AR Y B 52 5 e DCRT B AT E A B 5 X 75 B0\ Bidfa HY B8 22 4 PPAh
MNE B B HEEF L A AE B RSVIEE PG B Ba g 5 CRLN AR S i
B, SUIETE R AMIEE B, A DA BB R VP TSI A B S
AlEL BTN NG S RITINIE.

[ Encouraging Innovative Pilots] Pilot free trade zones may, on their own, formulate lists

of data that need to be included in the scope of administration of security assessment for the
data to be provided abroad, standard contracts for outbound provision of personal information,
and certification for personal information protection (the "Negative List"), and data outbound
transfer activities outside the Negative List may be carried out without applying for security

assessment for outbound data transfers, the SC Filing, and PIPC.

HATiZ (ERE WA HARIEXE &, (5O UIE0R 0 (L 2k 8o 25 55 B iR sl s 2005
T MEEFERSEA A E i R LR AR PR SRR .

The Exposure Draft has not yet been formally issued, but it has clearly released a strong signal to

promote the free flow of data outbound transfers. It is believed that a mechanism for the orderly

and compliant free flow of data across borders will soon be established.

I A4 25 BE AL 2R 51 1255
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— B B 55 30 I (30 Q&As) —

o R EEEE LT
II. Q&A on Chinese Practices of Outbound Data Transfers

(—)  HARHBRER 10

(I) 10 Questions on Security Assessment for Outbound Data Transfers

QL: fHA BT A G BhEHE IR & 2 VP4 ?

Under what circumstances must security assessment for outbound data

transfers be conducted?
Al: BN ERZ—8, D215 38 B 5 22 47

A security assessment for outbound data transfers must be conducted when one of

the following circumstances arises:
(1) HlE Ak 2 A 54 42 it B AR
where a data processor provides important data abroad;

(2) KER(E BRI 8 2 FIALEE 100 J5 A BLEAS AAE B BB A3 2 1)
i VAT S NEPSE

where a key information infrastructure operator or a PIP of the data of more

than one million people provides abroad personal information;

() HEF 1A 1 HEAirESsHEMt 10 TN NEEEE 177 NBUEA
MeE B EHE A B E mE /MR NE S, B
where a PIP has provided abroad personal information of 100,000 people or

sensitive personal information of 10,000 people in total since January 1 of the

previous year; or

(4) EZMAE AR 2 A H A 75 22 R i it e 2 Al O I .

VOB R VA INE) (ER MG E DA E, EEXERMNESPAELSE 115,
Il PR 5 BRI 2 51
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Other circumstances prescribed by the Cyberspace Administration of China for
which declaration for security assessment for outbound data transfers is

required.
R, AN S F R AATE . RTTRF AT EUX DL S X

In particular, this territory includes the Hong Kong Special Administrative Region,

the Macao Special Administrative Region, and Taiwan.
Q2: FHE K EIT AN B SRk ?
What constitutes an act of outbound data transfer?

A2: H s B R AT N ELEE SR AR AL B R VPR AN R B N, RABFERL R =
T I -
Acts of data outbound transfers include providing or allowing access to data within

the territory from outside the territory, specifically including the following three

situations:
(1) s ab B E W AE R NI B ISR A AL B R AR T AP0 IR A6

The data processor transfers and stores the data collected and generated in its

operations within the territory abroad;

(2) Hdl b FH WA A B AR A, BAMINLRY . AR A
NFULER . REG T, S

Data collected and generated by data processors are stored in the territory and
can be queried, accessed, downloaded, or exported by institutions,

organizations, or individuals abroad;

(3) [ ZKMME AL E Fh FLAd i 45T . 2

2022.07.07 KAii, 2022.09.01 SCjt) # 4 FME .

Article 4, Measures for the Security Assessment of Outbound Data Transfer (Cyberspace Administration
of China, Order No.11 of the Cyberspace Administration of China, issued on 7 July 2022, effective from
1 September 2022)

2 (B 2 AV AR e (B —MO) (EFRBENAE B A %, 2022.08.31 KA,
2022.08.31 i) “—. EFVEH" BE .

“1. Scope of Application” of Guidelines for the Application for Security Assessment for Outbound Data
Transfers (First Edition) (Cyberspace Administration of China, issued on 31 August 2022, effective
from 31 August 2022)

B A 5 BE AL U 2R 51
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Other acts of outbound data transfers stipulated by the Cyberspace

Administration of China.

& SCEESR

Practical Exercise 1

Q: BHEHTERTEZRE, WATHHREMEHBEREE? BRERZRT T
B 5T, ERRERZERL?

Q: Cross-border e-commerce platforms have many merchants, how to declare
security assessment for outbound data transfers? In the context of cross-border e-
commerce between the platforms and the brands, who will conduct the security
assessment?

A: TEXDS. RIELIELIRHT G2 MBI ER 5, T BT e
MR, MO P e BEREE T, Feg - Hik.

A: There is a need to distinguish the scenarios. It is based on whether the data are actually
transmitted by the platforms or the brands, if the brands transmit the data outside the
territory of the People’s Republic of China themselves, the brands should make the
declaration. If the platforms transmit the data outside the territory of the People’s
Republic of China, the platform should make a consolidated declaration.

& STERVESR 1 IEfH
Variation of Practical Exercise 1

BN A A R TASANE T, B A AFE S EE fi B B BRI
AR ML B B 27

An employee of Company A within the territory is on business trip outside the territory
and provides important data processed by Company A in business operation to Company
B abroad via a hard drive.

Q: % A ATFREMN /A S N RV ?
Q: Should Company A conduct a security assessment for outbound data transfers?

A: JEIE R AL S R B B, I S o A A T R K R
B R RS b AT

A: Transferring data via a hard drive also constitutes outbound data transfers, so
Company A should declare a security assessment for outbound data transfers to the
national cyberspace administration department via the provincial-level cyberspace
administration department in advance.

] PR ECHE B BERL I 2 51 15/55
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Q3: IfiRA] “EEHIE” ?
How to identify "important data"?

A3: B, AR BB RN, BOR. MERsCE AR ARER A A,
HREFE K e, aftisfr. thafie. AR a8,

Important data refers to data that may jeopardize national security, economic
operation, social stability, public health, safety, etc., if it is tampered with, damaged,

leaked, illegally accessed, or illegally utilized, etc.

FEE ZHAERAIN, NS PR AT, Sk, b X M 2 2 E EAR
FME (BIAR R N 1 GREEE 228 #8E TH0E GlAT)) CF
FRCOREZIEIEDY 7, HIRW 2% (M idE 2B A0 (IERE W
A A RE X

When identifying important data, priority should be given to taking reference from
relevant regulations on data security management of the industry, field, and region
to which it belongs (e.g., automobile data corresponds to the "Several Provisions
on Automotive Data Security Management (for Trial Implementation)",
"Provisions on Automobile Data"), and to a lesser extent, to the relevant definitions
in the "Regulations for the Administration of Network Data Security (Exposure

Draft) ":
(1) RAFFHIBSSESE . TAEME . SRR hGE R HE

Unpublished government data, working secrets, intelligence data, and law

enforcement and judicial data;

(2) HEpUTI A A BT EE . R R G B N E
A s

Data on safe production and operation of key industries and fields, key system

components, and equipment supply chain data;

(MR R R INE) (EFREBMNEEDIAE, BFEBMELDIAELE 115,
2022.07.07 KA, 2022.09.01 SEit) 55 19 FHME .

Article 19, Measures for the Security Assessment of Outbound Data Transfers (Order No. 11 of the
Cyberspace Administration of China, issued on 7 July 2022, effective from 1 September 2022)

B A 5 BE AL U 2R 51
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(3) AR EZFA IR T & AR B E KE LML A . P, w7 /2. RREE
K ILRHEE

National basic data such as genetics, geography, minerals, meteorology, etc.

that have reached the scale or precision specified by the relevant state
departments;

(4) 52 o< H A5 B A Bt 2 AR e IS AT BRI
R S Rk A= 7 B A, 25 B B UK X SR AT B 2 DR DL S B 5

Data affecting the safe and stable operation of critical information
infrastructures, the geographic location and security of important and sensitive

areas such as national defense facilities, military management zones, and

national defense research and production units;

(5) i FVEHIMIIS M IR OBOR . Wit % . A T EEMRHE, &
i AP EE . N DRSO H R %4, Gl f /1A %
SRR SR R B 5

Data related to core technologies, design programs, production processes, etc.
involved in export-controlled items, and data on scientific and technological

achievements in the fields of cryptography, bio-electronic information,

artificial intelligence, etc., which have a direct impact on national security and

economic competitiveness;

(6) BIZAH. ATBGEM. BRI E MBI HLE T 2 ORI B PR ) A A [
FATHBATHEE . EEATAI IO 55 508 . Gort- R 45

National economic operation data, business data of important industries and

fields, and statistical data, the processing of which needs to be protected or
restricted as stipulated by national laws, administrative regulations,

departmental rules, and regulations;

(7) HAt—BEER B BOR, WEEsGE AR AREAIHSE, ARG
FER LA RUFIalT. e AR 2255 HdE .

Other data that may jeopardize national security, economic operation, social

stability, public health and safety, etc. once tampered with, damaged, leaked,
BB 5 BT AL & 51
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Q4.

A4:

Q5:

Ab:

or illegally accessed or illegally utilized.
WfRA “BUBANANER” ?
How to identify "sensitive personal information'?

BURADNEE, £ BHMESEIRAEN, 55 FEARANB N 8™ %
PURFEENG . M2 FENINELE, BFHEYRA. REE
iy R Sy BRITIER. &Rk, . ATERPULSEE S, ORI
EE NS E YNNI S

Sensitive personal information refers to the personal information that is likely to
result in damage to the personal dignity of any natural person or damage to the
safety of his or her physical body or property once disclosed or illegally used,
including information such as biometric identification, religious belief, specific
identity, medical health, financial account, and whereabouts and tracks, etc., as

well as the personal information of minors under the age of 14.

S E Kb GB/T 35273-2020 ({5 2 % EHARN NME B LML) FK%
TN NBURAE B8 SCRAR R 2441
Reference can be made to the definition of personal sensitive information and

related examples in the national standard GB/T 35273-2020 "Information Security

Technology—Personal Information Security Specification".

M FE “REE BREMREEEE” ?

Who is a "critical information infrastructure operator'?

WRAE (OSHEME B IR 22 A PR 25 1), S8R AR, 4R~ 3LiE
EAEERS . feVR. 3. KR, &ft. AEWSES. BB, EER

By 2 B AT AU, DL oAl — FUE BIRA . 2 Kk Dhie sl b
e, WRCEAHEER e FiFRAE, AP EEMNE R, 5

SR NRIEMEANANE B RTE) (REANRRERZFSEAS, FRLENLT—5,
2021.08.20 & Afi, 2021.11.01 SZH) 2 28 4

Article 28, Personal Information Protection Law of the People's Republic of China (Order No. 91 of the
President of the People's Republic of China, Standing Committee of the National People's Congress,
issued on 20 August 2021, effective from 1 November 2021)

[ B 35 5E AL 3R 51 18/ 55
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;%\/ \éﬁ% o

According to the Regulation on Protecting the Security of Critical Information
Infrastructure, critical information infrastructure (“CII”) refers to the network
facilities and information systems in important industries and fields such as public
telecommunications, information services, energy, transportation, water
conservancy, finance, public services, e-government and science, technology and
industry for national defense, as well as other important network facilities and
information systems which, in case of destruction, loss of function or leak of data,
may result in serious damage to national security, the national economy and the

people's livelihood and public interests.

MRAEZIE, REAE E LA btz 5 3 1A € JUN H 25 2 4T M A A 1
FEIT WERT CORP TR H0E, R TARETTR A
SE 45 R R RS B AR WIS E A, Il E 55 B 2 T T

According to the provision, the rules for the determination of CII operators shall
be formulated by the competent authorities and supervisory departments of each
important industry and field ("Protection Working Departments"), and the
Protection Working Departments shall promptly notify the CII operators of the
results of the determination and notify the public security department of the State

Council.

PRI, S USRS A 2 2 B I SRR DR AR BRI TR S0, SR FMT 5 & 2 5 4
FORBEAE BRI E .
Therefore, it is recommended that data processors pay attention to the notification

of the Protection Working Departments from time to time to determine whether

they constitute a CII operator.
Q6: WITFE 100 73 10 3+ 1 FF KB EHAL?

How to define the quantitative scale of 1 million, 100 thousand, and 10

thousand?

AB: HI3C Q1 H1 100 J3+ 10 J3AT 1 JFHIBCRE TR ALY “ N7, iR “ AR 8%
“ORE, BEMRGH T EAAERERTEER, DA % E & E BRI

[ RS B BN R 51 19/ 55
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Q7:

AT:

The unit of calculation for the quantities of 1,000,000, 100,000, and 10,000 in Q1
above is "person", not "person-time(s)" or "number of pieces". If there is any
double-counting in the statistics of the quantity scale, it should be indicated

whether it is deduplicated or not and the basis for deduplication.

[FIRER, EFXF B AR R R A3 SR 1 L, BT (U B 22 A VR4 75
WEY BBPUSRELR, Ol B B v AT IR A RO 2 4E, BVEG
25 O H 2 TURTHEL 7, 0] SR RIS I 5 AR A 8 £ H B8 U0 (10 R A
FEARNEE, BRNEENZNBOHE, iR & L EH Lk EikYE
Cans A

Similarly, with regard to the intended outbound data in the declaration materials,
based on the requirements under Article 14 of Measures for the Security
Assessment of Outbound Data Transfers, which states that "the result of security
assessment for an outbound data transfer is valid for two years, commencing from
the date on which the result of the assessment is issued", the scale of the data shall
correspondingly be filled in with the scale of the data to be exported in the next
two years and the number of natural persons involved. The number of natural
persons should be calculated on the basis of the number of persons, and whether
or not the data have been deduplicated and the basis for deduplication (if relevant)

should be indicated.
[F]—H B AL B E A E 2 R R T B R L fa b 2 ?

What should be done when there are multiple outbound scenarios to be

declared by the same data processor?

By b 3R RAE F AR R B TS R G R e e VA RO, O
7 A R BT A (B B 2 A TPl D) BB DY SR R T
W3 Q. & xHE A Rt ¥ (BIE L4 1 A 1 it Ritrissh et
10 HAMNNEEEE 1 AANBURNANEE) 1, 72 R ik Bkt
Y STk B AR AL AN N B/ BURA NG B 5 AR R B R R
PARCK R (AN NAG B ARG A (B0 B 22 VPl ) o J i B o1
L Cang RO .

The data processor shall state in the declaration materials whether it meets the

[ RS B BN R 51 5055
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Q8:

AS8:

declaration conditions for security assessment for outbound data transfers, and is
required to clearly state which situation in Article 4 of the Measures for the
Security Assessment of Outbound Data Transfers is specifically met (for details,
please refer to Q1 of the above). If the cumulative quantity condition applies (i.e.,
the cumulative provision of personal information of 100 thousand persons or
sensitive personal information of 10 thousand persons abroad since January 1 of
the previous year), it is necessary to specify in the declaration materials the
relationship between the cumulative provision of personal information/sensitive
personal information to abroad and the specific data to be sent abroad as declared
in the declaration being made this particular time, as well as the status of the
corrective actions carried out in accordance with the Personal Information
Protection Law of the People's Republic of China and the Measures for Security

Assessment of Outbound Data Transfers (if relevant).

QPSR B A B A AE 2 B SRR E RO I, ARYE G Bl
B Pl AR CAR R (=) g R 48 2008 H B 2 VP Al A s L 1) 25
(=00, RN _EMNAIFERHR, FHERRPE P 55 R 25 F AR

If a data processor has multiple outbound scenarios to be declared for assessment,
according to the "Questions and Answers on the Declaration of Security
Assessment for Outbound Data Transfers in Zhejiang Province (III)" and the
"Frequently Asked Questions on the Declaration of Security Assessment for
Outbound Data Transfers in Hainan Province (II)", in principle the multiple
outbound scenarios should be merged and declared together and be

individually explained in the declaration materials.
A2 T 00N 24 BRI AT B R 2 2 PP, ?

When should a security assessment for outbound data transfers be re-

conducted?
B 5 2 VAL &5 R JE— IR MK A B R, B WAIE O EE PG .

The result of the security assessment for outbound data transfers is not valid
permanently. There are two scenarios under which a reassessment would be

required.

[z/ﬁﬁ*ﬂﬂglﬁm)ﬂ\ugw 21 / 55
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(1) ARl 85 R HH 2 B 2 4 GREE B 52 2P 4 R A
RO 24, AR A Z HETED;

Expiration of its validity: 2 years from the date of issuance of the result (the
validity of the results of the security assessment for outbound data transfers is

2 years from the date of issuance);

(2) A VPGS SRAKTE (1 B VA 3 U AR A A S it S Bt e 4 i),
(LSRN

One of the key variables in the previous security assessment has changed and

in return affected the security of outbound data, specifically:

(a) SN E K. J7a0, YR AR AR IO A B
RIdg s J7 sUREAR A2 Wi B 2 42 i), B SE A A5 B AT
H R B A MRAF IR )5

Changes in the purpose, manner, scope, and type of data provided abroad
and in the use and manner of data processing by overseas recipients,
affecting the security of outbound data, or the extension of the period for
which personal information and important data are kept outside of the

territory;

(b) BEAMZNC i £ [ S B X A 22 4 Ry BRI AT R 45 22 4234
B AR AR B B R A A AN AT UG I« B A B o B B Al
T7 SEPRIERIBUR A . U AL B 5 B MR I RS AR B A
SN SRR 2 4 1

Changes in data security protection policies and regulations and network
security environment in the country or region where the overseas recipient
is located, as well as other force majeure circumstances, changes in the
actual control of the data processor or overseas recipient, and changes in
the legal documents between the data processor and the overseas recipient,

which affect the security of outbound data;
(c) HIBLEZM A 2 A i HAR TS I o

Other circumstances that affect the security of outbound data.

BRI 5 BE R0 2 51 22/55
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AR i, T B ARERTT R R A, B AL TR N AR A RO
T 60 A AF H 5 S5 B Rk E Al . °

Upon the expiration of the validity period, if there is a need to continue the data
outbound transfer activities, the data processor should conduct a re-assessment 60

working days before the expiry date.

& SCEREZR2
Practical Exercise 2

Q: HIREMWTHE PIAMB P FIEEH Rl SHIEFIL” ?

Q: How should the declaring entity determine the "intended outbound
data' to be filled in the declaration materials?

A: N ESCHTR R 2 A ROUME , Bodl A Hi i 1 th S5 e N R
SR H UL A, A A AR A K AR NEE, BRANEE
PLE NI, FHFER G R E.

A: Due to the provision of the validity period of two years mentioned above,
the outbound data declared by the data processor should be the intended
outbound data for the next two years, including the scale of data and the
number of natural persons involved, the number of natural persons should be
calculated based on the number of persons, and it should be indicated whether
it is deduplicated or not.

QU: AV BT MR ATFR LM TIE? BRE, BERWLATIR? AR
BRIV STy
Is it necessary for companies to carry out the self-assessment exercise in

advance? If so, how far in advance? What should be assessed in the self-

assessment?

A9: FEI, FFE AR AT B Al B 2 A8 AR AR B 2 VA AT EEAT U B DA

S (MR MR VR INE) (EFREBMNEEDAE, EFERMELDIAELE 115,
2022.07.07 KA, 2022.09.01 SEjf) 25 14 FME

Article 14, Measures for the Security Assessment of Outbound Data Transfers (Order No. 11 of the
Cyberspace Administration of China, issued on 7 July 2022, effective from 1 September 2022)

iye e v WIEY]|
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FFAE FR AR B 52 MRS B PPAf R 7

Yes, eligible companies should conduct a self-risk-assessment before declaring a
security assessment of data transfers and submit a self-risk-assessment report at the

declaration stage.

R Bl 5 2 VP R kaRrg CGBE—RO) BT 3 (Bl B 2 2 vrG
HRAS CBARO) PRSI BN 2K iE “ B PP TR Nz H
i 3 MHATER, HEWRC HARKRAEE RN KL, BiPhkEEK
NN HET 3 ANA W, H A RATE KRR, B Rl .

According to the letter of commitment contained within the “Declaration
Statement for Security Assessment of Outbound Data Transfers (TEMPLATE)" in
Annex 3 of the "Guidelines for Application for Security Assessment of Outbound
Data Transfers (First Edition)", the declarer shall undertake that "the self-risk-
assessment shall be completed within three months prior to the date of the
declaration, and that no significant changes have occurred prior to the date of the

declaration". Therefore, the self-risk-assessment report should be dated within

three months prior to the date of declaration, and reassessment should be

conducted if significant changes occur.
H PG B B2 AL AR NS5 T -
The self-assessment should focus on assessing the following six areas:

(1) [EiEMER. IESE, M) B S SISO b B8 1
W TREFEREETE. I B

[Basis of legality, legitimacy, necessity] The legality, legitimacy, necessity of
the purpose, scope, manner, etc., of the outbound data transfers and data

processing by overseas recipients;

(2 [HRBEEXNEREZE. AFFE. DPAREAR TR R XS] 5
AR JEHEL AR, BURRRE, BiE R E R 2. A
RS AN H LGB TR ) R
[Risks that outbound data may pose to national security, public interests,
individuals, or organizations] The scale, scope, type, and sensitivity of

] PR ECHE B BERL I 2 51 24155
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outbound data, and the risks that outbound data may pose to national security,
public interests, and the legitimate rights and interests of individuals or

organizations;

(3) PRAMEWTTRIRERRERR S| Bi /MBI AR AR THE 55, LURE
T O SCS I E BANEORE It (E 7055 RE 15 ORRR B 8dle 1) 24 45

[Security guarantee capability of the overseas recipient] The obligations
the overseas recipient has committed to undertake, and whether the
management and technical measures and capabilities to fulfill the

responsibilities and obligations can guarantee the security of the outbound data;

4) BiEfem (IRTEERE) REEZERE (BEANANS BN GRS
PO 1 HE SR A S R E R R L BOR. iR, B HREE
FREIRA ARERI S KRS, S BB s 4R 1) SR 15l 55

[Risks and security guarantee (including protection of personal
information rights and interests) of data transmission (during or after
transmission)] Risks of data being tampered with, damaged, leaked, lost,
transferred, illegally obtained, illegally utilized, etc., during or after data
outbound transfer, and whether the channels for the protection of personal

information rights and interests are accessible;

(5) [EERICHF 2% HIBHE % &R TN S| SBIAMEICTT T 3 1 4
B A K B[R] B HoAth B R O SRS (UL GeARis A SC)
TR LIE T B L 2RI TUE L5
[Responsibilities and obligations for data security protection as agreed in
legal documents] Whether or not the data security protection responsibilities
and obligations are sufficiently allocated in contracts relating to outbound data

transfers or other legally binding documents, etc. (hereinafter collectively

referred to as legal documents) with the overseas recipient.

(6) [FAth] HoAh T BE S HE B8 2 2R F I °

O (BRI INE) (R EBMNEEDIAE, EFRLRMNEEDIAELE 115,
2022.07.07 KA, 2022.09.01 S 25 5 &M
Article 14, Measures for the Security Assessment of Outbound Data Transfers (Order No. 11 of the

FE B B SR 2 51 5555
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[Other] Other matters that may affect the security of outbound data transfers.

& SHREA3

Practical Exercise 3

C A A FFEAbE 100 75 AN BLEA NG B A8l b B 25 1r Be A S 43t
AN NAG B0 F AR e B 2 e ve G, AT CREE (DAE B R
%) e, BT T MNE BRI PEG (PIAD.

Company C has declared a security assessment for outbound data transfers
due to meeting the criteria of "data processors who processed personal
information of over one million persons providing personal information
abroad". They have conducted internally a personal information protection
impact assessment report (PIA) in accordance with the provisions of the
Personal Information Protection Law.

Q: % PIA BT LMEN B PR E ?
Q: Can the PIA serve as a self-assessment report?
A: AL, ZHEPHE4EEEREAMER, (H PIA REtxinEEH, 1% C

O RO B VAL B B VR IR RS I (R B A
PP ERIRIERE CBR—JBO) ZORMIE

A: No, it cannot. Although the assessment dimensions are fundamentally
similar, the PIA is specifically for standard contracts, the self-assessment
report for Company C's security assessment for outbound data transfers
should be prepared in accordance with the requirements outlined in the
"Guidelines for Application for Security Assessment of Outbound Data
Transfers (First Edition)”.

Q10: ZuHE i BE 2 & VPG IR LA 5 B L KA A ?

How long does the security assessment filing process of outbound data

transfers take?

AL0: 75 18 B A HH B 22 4 VPG H AR AT SUTE 2 AR A 2P, Ak BB 78 2
R P FSIS 1) T AL R SRR SR RIS Hi gl (5 B VRAb N 1E)D

Cyberspace Administration of China, issued on 7 July 2022, effective from 1 September 2022)
BB 5 BERL R 51
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Considering the complexity of the preparatory work for the declaration of security
assessment for outbound data transfers, companies should reserve sufficient time
for organizing internally the relevant declaration materials and the submission of

the declaration (inclusive of time for self-assessment).

RIS AR RS, L R B 3L L8 ST+NATAEH (NR
FFERA L S IL B AL IS 8] ), 2500 RO PRl 45 A R R VR, K
RN 154N A TAEH CGREBIPHEER 15 A TAEHNHIEEF, Ny
VPN IR] ) o ST R0 HH 358 222 2 HR A R SR ik 2 3 i AR o8l ) 35 %
VP HAR AR, D9 RS RE 7000 B LA B A2 I 1A

After formally submitting the declaration materials, the declaration process
stipulated in the regulations will take a total of about 57+N working days (N
stands for the time for supplemental materials and review of the same). In the
event that there is disagreement regarding the assessment result and an application
for reassessment is made, the length of time will be extended by 15+N working
days accordingly (the application for reassessment should be made within 15
working days upon receipt of the assessment result, and N stands for the time
required for a reassessment). It is recommended that companies with the need for
a security declaration of outbound data transfers should plan in advance, so as to
leave enough time for the subsequent approval process of the cyberspace

administration office.

B A 5 BE AL U 2R 51
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(Z) MEEHEREAREZRISH

(IT) 15 Questions on the Filing of the SC for Outbound Transfer of
Personal Information (“SC Filing”)

Q11: BT At & FIHEAT $03fE i BEvE B H3E F Va il ?
What is the scope of application of a SC?

AL EE S, @ S R 7 SR BT MR A NG Bk, MR
N R TINIpiZ

Generally, a company that provides personal information abroad by entering into

a SC shall meet the following circumstances at any one given time:
(1) ARCEE BEENE Bz & #

it is not a CII operator;
(2) ALEEA NAF B AN 100 75 A1

it processes the personal information of less than 1 million persons;

(3) H._EHE 1 H 1 Hild Bitmisre 4t~ AMs BT 10 73 A5

it has cumulatively transferred abroad the personal information of less than

100 thousand persons since January 1 of the previous year; and
(4) H L1 A1 HER RSN EEURA NMEEAW 17 AK.

it has cumulatively transferred abroad the sensitive personal information of

less than 10 thousand persons since January 1 of the previous year.
R ATBUEM B E KGR A ER, IWHHE .

Where there are other relevant provisions in any laws, administrative regulations,

or rules of the Cyberspace Administration of China, such provisions shall apply.

AV AR BCECRE IR 2> 8 T B RHGE N 18 B2 2l A A R
T S ARHE S R 7 R AR .

T AMNE BB HES FANE) (EXLRME B AA ZEEFXLRMER P AZLE 135
FE R 5 S ML R 5 28/ 55
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Companies shall not employ methods such as quantity splitting. They should abide
by the law to provide personal data abroad via a SC in situations where one should
have passed the security assessment for outbound data transfers as to personal

information.

e, fR4E CEHEREX (A, &) DAE BB SRR S [F
SEHtFE 51 ) HIRLE, JEM T A T E S X (BT R8T
me YIS BT BTy N RS Al i, IR
W, RAR “ERPOE X AR 7D B R A AT EUX A NS B AL B
LAz W aY CLIE I VT 3L AR AE £ 7] 10 07 U T B IR RIS XA A AN A it 2
EIRNEOPNERSY 22k P 315 -3 16111 AN SN P

In particular, according to the "Implementation Guidelines on the Standard
Contract for Cross-boundary Flow of Personal Information Within the Guangdong-
Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)", PIP and the
recipient registered or located in the Mainland part of Guangdong-Hong Kong-
Macao Greater Bay Area (i.e., Guangzhou City, Shenzhen City, Zhuhai City,
Foshan City, Huizhou City, Dongguan City, Zhongshan City, Jiangmen City, and
Zhaoqing City in Guangdong Province, "the Mainland part of the Guangdong-
Hong Kong-Macao Greater Bay Area") and the Hong Kong Special
Administrative Region (HKSAR) may, by way of entering into a standard contract,
carry out cross-border flow of personal information (excluding important data)
between the Mainland and Hong Kong within the Guangdong-Hong Kong-Macao
Greater Bay Area.

Q12: priE & R i) LA R L ?
Who are parties to a SC?

AL2: 5 KRR AR DR BAL IR 5 5 A7,

2023.02.22 kAfi 2023.06.01 5Lt 25 4 FHE .
Article 4, Measures for the Standard Contract for Outbound Transfer of Personal Information (Order No. 11 of the
Cyberspace Administration of China, issued on 2 February 2023, effective from 1 June 2023)

8 (MAEBHIBENESFIMNEY (EXREBENGEEDIAE, EXEBRMESDIAZESE 135
2023.02.22 K A7 2023.06.01 52HE) 52 2.

Article 2, Measures for the Standard Contract for Outbound Transfer of Personal Information (Order No. 11 of the
Cyberspace Administration of China, issued on 2 February 2023, effective from 1 June 2023)

[ RS B BN R 51 2055
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Mainly two types of entities: PIP and overseas recipients of such data.

& SCEEZ4
Practical Exercise 4

5i4h D 2w Hadl i Wi v s A BRI SR LRSS, B EE1H 1
HE R RE N B AR A NS E AN 10 5.

Overseas company D directly provides services to domestic natural person
users through its website and has collected personal information from
fewer than 100,000 natural person users since 1 January of the previous
year.

ZIS D AR R/EAHEANNMNE B HEr S R & RG?

Q: Does the overseas company D need to conduct filing of the Standard
Contract for Outbound Transfer of Personal Information?

A: AFE. MANEEAEF T 58N ER T IT AN NGB H
FrfEE R 7 R IRAMRIEN NEER, &R (MABE ij:ﬁ
A IpE) BT &E. ﬁhaﬁﬂ‘ ENNEBEAEEESS D A

F K, ALV AR E A R 3 S A A %ﬁﬁj}f_ﬂ‘éﬁ{ﬁArJ
BE, AHiZ R “ UL N B R NS M BE RSN E 17,
R8s (N MNE BRTE) IS TE K.

A: No, it is not required. The filing under Measures for the Standard
Contract for Outbound Transfer of Personal Information is applicable only
when the personal information processor provides personal information
abroad through the entering into a SC with the overseas recipients. In that
case, as the overseas company D is the only entity as the PIP, and no
condition of scenario for entering into the SC exists, there is no need to
conduct filing of the SC. However, this scenario still falls under the
category of "where the purpose is to provide domestic natural persons with
products or services" and should comply with the various requirements of
the Personal Information Protection Law.

QI3: MERE “HELL”, XRBEBEWE MV AT ABEE & RFF?

The provision refers to "independent contracting", does this mean that

companies can skip the filing process?

] s 00 5 S L U 2R 57
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A13: ATTRL, BARANFE T HE Z eGSR s, il eRSRETEER
B, HANV N ARIEERMES FAXUE 10 A>T H BT & 5.

No. Although, unlike the prior supervision of security assessment for data, the
filing of a SC is by nature ex post supervision, the company should still file the SC

within 10 working days after its entry into force in accordance with the law.

NREAN NGRS 24, B s, @ mAsdEa R O A
FRMBNES, (DAEEHEARMES RIINE) 0L T RL RN —— “H 3
AR 2 5 e RGBS & RYPE S BIEXKAESE & 7. %1% B 447
T aEBREN, X7EAT4RZ (RI7 T SLHAR 5 NG B 5%
KK G, AMFEhRHES R AR, (H— B REBGZb SR 7
AT R 85, BN 24 43 1R P A 3t 4 0 XA B T EAT 46 6

In order to safeguard the safe and free flow of personal information across borders,
and to carry out outbound activities of personal information through a SC, the
Measures for the Standard Contract for Outbound Transfer of Personal Information
establishes the core principles - "combining independent contracting with record
management, and combining the protection of rights and interests with the
prevention of risks". The "autonomous contracting" is based on the principle of
contractual voluntariness, and both parties contract on their own (other contracts
related to outbound transfer activities of personal information concluded by both
parties shall not conflict with the content of the SC), but once the SC is adopted
for outbound data transfers, it shall be filed with the local provincial cyberspace

administration department in accordance with the law.

R, s KA NG BB HEORTE XA A 5 A A e il AT LX)
RSN, NG BALEEE KRS0 YIRS R A2 F 10 AT
PEH P B g e | AR 48 TR A JE 0 2 36 B0 5 R R A T B8 DX JBURT BT
BB R A AT RS R 8 5.

In Particular, if it involves the cross-border flow of personal information between

S M NEREMEARES FRIINE) (X ERMERIAZE, BEXEBEMEEDAELE 135
2023.02.22 kA7 2023.06.01 SEit) 25 3 ZHE

Article 3, Measures for the Standard Contract for Outbound Transfer of Personal Information (Order No.
13 of the Cyberspace Administration of China, issued on 2 February 2023, effective from 1 June 2023)
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the Mainland part of the Guangdong-Hong Kong-Macao Greater Bay Area and the
HKSAR, both the PIP and the recipient shall, according to the jurisdiction
concerned, conduct the filing procedures of the Standard Contract with the
Cyberspace Administration of Guangdong Province or the Office of Government
Chief Information Officer of the HKSAR Government within 10 working days
from the effective date of the Standard Contract.

Ql4: REBEI BN A R F— B a [ ?
Can the same set of SC be used for multiple outbound data transfers?
Al4: AT L, AT RUER XS 22 Al 45 4 s A [R]— B AR & T

Yes, the same set of SC can be used for scenarios with multiple outbound data

transfers.

I SR s B K BT A A SO AR R, ELOE B
RIAATRD, R R A7 AL 22 A Bt i 53 s, IR ME A — B hnE & R, —
RVE I B2 5 o BT R B HH 58 07 A AN S T AN R, T =24 70 3l 53T
AT, o) IR A TR 4 5

If the outbound data transfer activities involve the same data exporter and overseas
recipient, and the purposes of outbound data transfers are the same, then even if
there are multiple outbound data transfers, one SC can be filed for the multiple
outbound data transfers in one go. However, if the data exporter and overseas

recipient are different, separate SCs should be signed and filed.
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& SCEEZS
Practical Exercise 5

=~ EARIRNLESLE 5 NEEH, FEENMTIEEK S F ARE
WAAGEE (BREEEE Workday £ A T A E. it
Salesforce f&4 % /N NME B LI CRM R GitEHiiH Pt d A NE
), = E ARERHNANE AR E S, RT. FF. H
WHEATEANEA Z 5000 A

Yunnan Company E needs to transfer personal information to its
headquarter Company F in France (the scenario includes transferring
employee personal information through Workday, customer personal
information through Salesforce, and consumer personal information
through the CRM system) due to its business operations and personnel
management. Yunnan Company E has branch offices in five provinces
within China, with a total of less than 5,000 employees, customers, and
consumers.

Q: % E AR UESHHENNE R BRI ESRERG?
Q: Can Yunnan Company E consolidate the filing of SCs?

A: Alll. =F E ARFEZSMNESRFESSR, BIMRIOTvE
—EAk, ATRUEEIT L ERES RPN TT SIS R GRYE (M
ANNE B REPES RS RIE5]), WERBEAFAEZ A B0
() WEER, BN EGHFER, FHFEME 35T B
).

A: Yes, they can. There is multiple outbound transfers from Yunnan
Company E that require filing, with one single overseas recipient, where
they can consolidate the filing by establishing a set of standard contracts
(according to the "Filing Guidelines of Yunnan Province Standard Contract
for Outbound Transfer of Personal Information", if the applicant has
multiple outbound matters or scenarios which require filing, they should
generally consolidate the filing and provide explanations for each item in
the materials).
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R, REG I RTN, —BRE - Rl ok B8 % R A&, )
RRERESR (P T Q20), HRMEA AME B AL H S i AL A 3

In particular, when adopting the consolidation of filing method, if a specific
scenario triggers the conditions for re-filing, it should be refiled (see Q20
below). PIPs should be reminded to carefully consider the pros and cons in
advance.

NS B 85537 557 A b 55 AN R AN R I A BOR 22 57, S iEs [
a4 5 B SS KRS R ATAE L AT EE B R, I

The outbound scenarios of personal information vary significantly due to the
business and nature of the company. It is recommended that the multi-national
corporations carefully and comprehensively review their outbound scenarios
based on their own business and characteristic as to avoid any mistakes.

Q15: XX R B LG HER?
Can related parties consolidate their filings?

A15: bRifEE R B A 2 1) B AR AR BT AE L 2 A AT 6 5, — R =

XFFAER B PATBUX I RIKTT, 270 59 5 BE AT 21T bt &5 [F]
I & B T B JE TP AT & R R AREA R B8R s iOs,
UL AT AR HE D [F IR REAT & R

The SC Filings are to be made with the cyberspace administration at the provincial
level where the declarer is located. Generally speaking, for related parties which
are not in the same provincial administrative region, a separate SC should be
signed between them and the overseas recipients and be filed with the cyberspace
administration at the provincial level where the concerned related parties are

located. For the existence of different overseas recipients, it is also recommended

that separate SCs be signed and filed.

EEEX R — SR A F T 2 5ZOMALIE ARV, R IEATHE SRR, HAT,
CAdbE . WIME . A mrd . mdes . WRE . Brasd e ut
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SRS B BB AR T IR AT R, WA “ bt R 10 2% 5 AR AU TR NS AR,
H&ZRERNSRNEGRZEET 3. uZFBLEASVFERE—-FKER
A7, THERAAFEANMNEEHEREEREREE. »oFAR%
WALIEN, AARB BB T AR &SR 7 Addlik G I L~ 7 &
EH, EUURATOQEER A A e A FMEETINE SR, JFHEE
WA

However, for various independent legal person corporations of the same parent
group, according to public information retrievable to date, cyberspace
administration at the provincial level, including Beijing, Hunan Province, Jiangxi
Province, Yunnan Province, Hebei Province, Henan Province, Xinjiang
Production and Construction Corps etc. have issued Q & A, clearly stating that
"the entity filing a SC must be a legal person entity, and the same party should be

the signatory to the SC within the territory. For various independent legal

person corporations belonging to the same parent group, the parent company

can be the responsible entity for the entering and filing of a SC. For branch

corporations that are not independent legal persons, they may not replace the
parent company or subsidiaries for filing." If corporations decide to consolidate
and have the parent company file a SC, it is recommended to pay attention to the
guidance opinion of the cyberspace administration at the provincial level where

the parent company is located, along with consultation and confirmation.

R, REGIFERTN, — BRI S5 & %R,
BEPFR GELTCQ20), FRIEN NIF B ALHEE 1 AU F K .
In particular, by adopting a consolidated filing approach, once a subject entity

triggers the condition for re-filing, it should re-file (see Q20 below for details),

and PIPs are reminded to weigh the pros and cons in advance.

iye e v WIEY]|
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& SLEEZRG
Practical Exercise 6

A AR S L G AR, ARG T R X S
A H AT, i HATT L. IR, BB T FAR,
% MEE AL, G BT ERE HALN. kg,
% WIS ERE (EHRENAERD.

G Group, a cosmetics retail business company with its headquarters in the
UK, established a Greater China holding company, Company H, in Beijing,
and set up subsidiaries in places like Shanghai, Guangdong, and Hunan
through Company H. G Group uses a unified group management system,
where they can access the sales data (including personal information of
consumers) of Beijing, Shanghai, Guangdong, and Hunan while situating
in the UK.

Q: WFRFHEADHHESFEESFRER, BREFEEIHIIE?

Q: Should the four Chinese entities separately file the SCs, or should
they choose to consolidate the filing?

A: IRIEIA BRI, NZ ) Rk, (EEAEET RIS 26 A ] AR
B A mfE &R (ER B3O, IERRTS 38 53T &
WA b, wFEEIF k.

A: Based on the current data flow, they should file separately. However,
since the Cyberspace Administration office in Beijing acknowledges that
the group company can act as the filing entity (see above), they can choose
to consolidate the filing after consultation and confirmation with the
competent authorities in advance.

R, AR FRARET, SR IR T B R A P AT Bl i
B, BATARSBYERETICE AR ER AR H AR, HHAFS
—iRfitey G M, MWW UIERH H 2 FEATIsES R %%

In particular, if, before filing, the group company adjusts the data flow
based on internal data management and aggregates data from local
subsidiaries to Company H, the holding company in Beijing, which is then
provided to G Group in a unified manner, filing of the SC can be done by
Company H directly.
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Q16: Al LMEEARHE & R 4K G ?

Can the terms of a SC be modified?

Al6: ARTLL, ARdEE R SCAR AR AHE S NGBS SEAMRIOT NV
PR AL IR E S FASART SL A A, ANSE SOl B AR e & (7] 130 AR
— %Ko FEAGIRMES RS EM M RIGETIR T, W7 A HAh 252 7T
FERRE S I = A PRIR, N S b v 5 [R) (0 4L A 2 o

No. The terms of the SC shall not be modified. The PIP and the overseas recipient
shall enter into a contract in strict accordance with the SC template and shall not
modify or delete any of the clauses contained within. Provided the absence of
conflict with the terms of the SC, other agreed terms between the parties may be

detailed in Appendix II of the SC, forming an integral part of their contract.

Q17: R EFE GDPR THIIRES F, R BEFEE T EHKIRESF?

If a SC under the GDPR has been signed, do I need to sign a SC that conforms

with the Chinese laws?

ALT7: TR TR,
Yes.

GDPR it 5 [R13E H - MARR B B 5 10 5 = R B NS L, o A&
FEM AP EFE=EBSENAGEE, E fmsme A A RAESR,
GDPR I [Rnitt 6 [R JE A D A [ ) el B 5 A i A A5 U2 I B i K

The GDPR SC applies to the outbound provision of personal information from an
EU country to a third country, while the Chinese SC applies to the outbound
provision of personal information from China to a third country, and the
transmission paths of the two are so different that the standard contract under the
GDPR cannot be used as a legal basis for the transfer of personal information

from China to other countries.

Q18: MAAE B AL £ A Al AR AR AP S & A ?
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Can a PIP submit a non-Chinese version of a SC?

AL8: JEI |, AN NAE B AR HE R B 2 538 A SRR HE A TR R S X0 b 5 [R5
A, HEBGEIA Z R, PLR SO .

In principle, PIPs should submit a SC in Chinese (a bilingual version is also
acceptable, but one is recommended to state clearly that in case of discrepancies,

the Chinese version prevails).

A AR SChA, AR SR AHER A SCFEA, FraCRAE Ang A
5 R A G BRI AN A SRR B B0 BORER =T AIERE I D
VLS PITE AR 2R A5 A8 T TS A& A

If there is only a non-Chinese version, then an accurate Chinese translation must
be submitted together, and one recommends that the form of the Chinese
translation (e.g., the PIP seals to promise that the content of the translation is the
same as the original version, or requesting a third-party notarization, etc.) be
confirmed in advance by consulting the local cyberspace administration

department at the provincial level.

Q19: trE S R & RINABIHE A
How long is a filing of SC valid for?

AL9: ANFTF s 5 2 VS AR TR RO (PRI E3CQ8) HTRE 23K, A
HEE R AR s f e, NG S AL B v LS Se /MR IO 3 T4
MNMEB MBS, EHe (DABEERIE) MERBET (N
ANILEJFIND, 258 & 2 A RO

Unlike the statutory requirement of a two-year validity period for the security
assessment for outbound data transfers (see Q8 above for details), there is no
mandatory validity period for the SC, and the PIP may agree with the overseas
recipient on an appropriate validity period based on the specific scenario of the
outbound transfer of personal information, provided that it meets the provisions
of the Personal Information Protection Law (e.g., the principle of minimum

necessity).
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QU: AN TREEHER?

Under what circumstances will it be necessary to re-file?

A20: fEFRHES R ZOWA LRSS IR 2 — 1, S NG B AL B T
PIA, #MFEECE BRI LA HES [, I AT A N 2 58 T 48

Where any of the following circumstances occur during the validity period of the

SC, the PIP shall conduct the personal information protection impact assessment

again, supplement or re-sign the SC, and conduct relevant record-filing

formalities:

1)

@)

3)

A AMEMEAN NS E R VEE L P BuBFEEE . 7. RAEHL R
EBAMENOT A NGB B TR, BE KA NG
S ETIMRAT IR 1

the purpose, scope, category, sensitivity, method, and storage location of
personal information transferred abroad, or the purpose and method of
personal information processing by the overseas recipient has changed, or the

retention period of personal information located abroad is extended;

BEAM T TR B K B0 S X A NS B ORST BORA R A AR A 25 ]
RERZI A N A5 B AL a5
the personal information rights and interests will be affected by the changes in

the policies and regulations on personal information protection in the country

or region where the overseas recipient is located; or
A BESEIAAN NAR B sk A AR S I . 10

other circumstances that may affect the personal information rights and

interests.

ANNAG B A B E LR & [RIAT ROW A AN TS T SRR HE S R, 2 7 il £E 3
ARG IMRAAN TR R BT IARES F B, BMER A R, AT

0 (A NG BEHEAESFIME) (EXEBEMEEIAE, EEXEBENEEDAZESH 135
2023.02.22 K A7 2023.06.01 52HE) 5 8 2.

Article 8, Measures for the Standard Contract for Outbound Transfer of Personal Information (Order No. 11 of the
Cyberspace Administration of China, issued on 2 February 2023, effective from 1 June 2023)

[ RS B BN R 51 30755
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B EPAE R MR )Y 15 M TAEH

Where a supplemental agreement is entered into within the validity period of a pre-
existing SC, the PIP shall submit supplementary materials to the concerned local
provincial cyberspace administration office. Re-filing is necessary where a new SC
has been entered into. The time frame for the review of the supplemental or re-filed

materials is 15 working days.

4

NN BAL TR XS i SR R st i o, SRS RO RLEY, HR A R
B, FFKIRIE FAHRE R DU, Y

The PIP shall be responsible for the authenticity of the materials submitted. In case
of false materials submitted, the filing shall be deemed as a failure and the PIP to

bear any corresponding legal liabilities so arising.

& STHREGT

Practical Exercise 7

BA T ARIRAEES K A F AEANNGR, KA Vs & R X
EARAAN, PSR, FEERADNEEEIMRAF R

Domestic Company J entrusted overseas Company K to process the personal
information and has legally entered into a SC and the filing has been completed.
However, due to the business needs, they need to extend the overseas storage period
for personal information within the validity period.

Q: HW J AF G K AT REEFZITESFRFEFH#ITERG?

Q: Can Domestic Company J and Overseas Company K only re-sign the standard
contract and re-file it?

Ar RSt “ERANEEEIMREHIR 8T8 5 B 5 PR PIA FOTS 2,
1 ARS K ARG T EHEIT SRS, WL AR A R O B
Folth S 5 AT A A MM R e, TR BT S A . —
SERRE b, AT L T A S

LA NE BB S F % 2950 (B —hO) (EZXHIERME R A, 2023.05.30 KA,
2023.05.30 SEj) “=. AR BUE.

3. Filing Process, Guidelines for Filing Standard Contract for Outbound Transfer of Personal
Information (First Edition) (Cyberspace Administration of China, issued on 30 May 2023, effective
from 30 May 2023)

[ B 35 5E AL 3R 51 40755
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A: Not necessarily. "Extending the overseas storage period for personal
information" falls under the situation where a PIA should be conducted again.
Apart from re-signing the SC, Company J and Company K may consider
supplementing it by amending other clauses in Appendix 2 of the SC or signing
a supplemental agreement, rather than entering into a new SC. To some extent,
this can help avoid the burden of renegotiation.

Q21: ZFE ARG AT hr A 2
Can a trustee enter into a SC?
A21: R4 (N ANME B EEAHES FIMNEY e, RS RN EN NG B AL

FRIE MR BT 2 2B IR . T AN N BACEEE, S
W75 T e R AN N5 BACEE 3 B AR A NS B ZFEA -

According to the "Measures for the Standard Contract for Outbound Transfer of
Personal Information", a SC shall be signed and implemented between the PIP

and the overseas recipient of the data. The data exporter is the PIP, and the

overseas recipient could be a PIP or a trustee entrusted with the processing

of personal information.

ESLER T A NG B AL B S 5B NFENT, AT HERMES
A% TSI o A2 N B N ZFBAL PR A5 B M0 75 A B A4 W s A
R, R AT e I G A5 AR T T

However, in practice, due to the unclear definition of a PIP and a trustee, there are
also cases where the trustee handles the SC Filing. If a trustee is entrusted with
the processing of personal information and needs to transmit the same to overseas
recipients, one is recommended to consult the local cyberspace administration

department at the provincial level in advance.
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& SCHREAS

Practical Exercise 8

B L A FEAMEREH M AR N & TANEE, AT RERREKA
" N A Al AR BRI ANE R

Company L, a company within the territory, transmits personal information of domestic
employees to Company M, the headquarters of Group, located overseas. Affiliated
Company N, located in the United States, is able to access the aforementioned personal
information.

Q: BN LAFRESE MAF. NAFDHIMARESFHZRG?

Does Company L within the territory need to separately enter into SC with
Company M and Company N and file them?

A: AFRE RAEEFMERHER CDMEE MBS RD x— (MAE
EHEUD, EREE, AELR N A FEA “SERIOT Ria bR e ARG
FEEEANE =J7 RN NMEE &) S =7 #4748, Bk, 5N L
KA E M AFITARHES R, JFERSES RN EE N 2 =] 77 1) 25 E B
"l

Not necessary. According to Appendix 1 ‘Explanation on the Cross-border Transfer of
Personal Information’ of the SC formulated by the Cyberspace Administration of China,
in the aforementioned situation, N company can be disclosed as a “Overseas Recipients
that only provides personal information (if applicable) to the following third parties
outside the territory of the People's Republic of China”. Therefore, Company L only
needs to enter into a SC with Company M and disclose the access of Company N within
the SC.

ReRlHh, T, M a2 E R R ES R P 2 g ARG LSS (i M
A N AFRZEREI. #R N 25 NGB A EE 38 2 3 A K%
FIEMAE B NG BRI PR UESE ) R, N ARVI L ARMEIES M AH )
e, FTRERIBL M 2 = i e [ A0 H 88, 0 R a2 i s R 25K

In particular, in this situation, Company M should still pay attention to fulfilling the
relevant obligations stipulated in the SC (such as signing a written agreement with
Company N, ensuring that the processing of personal information by Company N meets
the personal information protection standards as required by relevant laws and
regulations in our country). At the same time, when Company N accesses the data
transmitted by Company L to Company M, it may constitute outbound data transfers to
the country where Company M is located, so attention should be paid to meeting the
requirements of local laws and regulations of Company M.
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Q22: FEARER F B KRBT, PIA REBHRRIRLZAL?
Is PIA special under the SC Filing path?
A22: PIA TAENAIERRZHET 3 MHNTER, HESRZHRKEEREWL.

The PIA work should be completed within three months prior to the date of filing
and with no significant changes between the date of the PIA work and the filing
date.

AN BRI 24 A2 A5 BRI A S T 3 4,

PIPs shall keep the personal information protection impact assessment report for

at least three years.

WHEEL T, fefES RS RN 7 2R NS SR M PPkt (HAE
B ARROTS X N B 2 5 AR AT EUX A NE B SR iish s e . &
i d Az o

\

Generally, a personal information protection impact assessment report is required
to be submitted for the filing of a standard contract; however, it is not required in
the case of the cross-border flow of personal information between the Mainland

part of the Guangdong-Hong Kong-Macao Greater Bay Area and the HKSAR.

Q23: IME A FI & RINE RN A ?
What is the outcome of a SC Filing?
A23: BRIy Nl . AN,
The filing results are divided into Pass and Failure.

WAL, ARG T AA NG BABEE AR ST Al &M,

NAGE B AL B E AR R 2 AR BRIl R SR B, ZORAN SRS w AR, A

NG BALERE R4 78 585 MORHE T 10 A TAE H A PR IRAS . 7E3RTS “id
7 SR, AL AR N E B S .

For PIPs who passed the filing, the provincial cyberspace administration office

will issue them a filing number. For PIPs who fail to pass the filing, the PIP will

[ RS B BN R 51 4355
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receive a notice on unsuccessful filing and the reasons therefor. For cases where
the PIP is required to supplement and perfect the materials, the PIP shall do so
and resubmit its filing again within ten working days. Before obtaining the "Pass"
result, it is recommended that the company suspends any outbound activities of

personal information.

Q24: EIRMIN KN NG RE R MR T AT
Are outbound transfers of personal information during the grace period legal?

A24: (A NG B HEFRES FIINE) B 2023 4F 6 H 1 HEZMEAT, JERE “A75
AT HT 2T R NE B S S, AR EARIMEER, NEEA
INENEAT Z HE 6 N H N e UL
Measures for the Standard Contract for Outbound Transfer of Personal
Information has come into force since 1 June 2023, and stipulates that "[f]or the
outbound transfer of personal information that has already happened before the
Measures takes effect, if it is found that any such transfer is not in compliance

with the Measures, rectification shall be completed within 6 months upon the

effective date of the Measures."

BUWE, HAME BB E GRS F & ZIEH &MF, HAE 2023 4F 6
A 1 Bl & RA NS B0, ATLE 6 A H 158 IR R 4k 244
WA SR, (HRSTE 2023 4F 11 H 30 HZ BT AR HES R T 4 K
2023 4 11 H 30 HJE, RARRETCHUBE, NEEHE, HETEH.

In other words, if a PIP falls within the category of having to file for a SC but has
already been carrying out outbound transfer activities of personal information
before 1 June 2023, it may continue to transmit personal information during the
6-month grace period. However, it should enter into a SC and file it before 30
November 2023. After 30 November 2023, if it fails to complete the rectification,

it should suspend all its outbound activities until after completion.

Q25: H REETER IR AN BB, FRHIRR TR RERAEIE?
In the event that modification is not completed within the grace period, would

FE R B B ML R 51 4455
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the outbound data transfer be illegal? Is there any legal consequence for such

a failure?

A25: 2 AEVE) (RN R TR R IE AN NG B RTVGAEB ARG, HN 24Kk
A TTT .

Yes, it is illegal (this refers to cases where the personal information protection
certification path has not been selected either) and shall be held liable in

accordance with the law.

(1) FTESHE: (DAEE RS FINE) 251 (D NE BRI
XPEAT A BEAT AL TR, EAE DT MIE, AT B, RIUEERA
%, ‘eEn@H 5000 oo N RMECE—FREENVE 5% TR, R 5t
A AR DR 55 B A AR SR DG AR A AE Sk S VR AT
B MATEDR . AN, Al B ST I 3N GURI A B S AT
NG (4 DPO) A REHEIB 7L N STAE, BFEHAL DL 100 JI6 AR
MG P A8 R e — @ AR AR AR, . &
E N SN NS BRI 7 51

Administrative Liability: Measures for the Standard Contract for Outbound
Transfer of Personal Information quote the Personal Information Protection
Law which imposes penalties for non-compliance, including ordering
corrections, giving warnings, confiscating illegal income, etc., and applying
fines of up to RMB 50 million or 5% of the turnover of the previous year, as
well as ordering the suspension of the relevant business or the closure of the
business, informing the relevant competent authorities for the revocation of
the relevant business permits or the revocation of business licenses. In
addition, directly responsible supervisors and other directly responsible
persons of the company (such as DPO) may be held personally liable,
including being fined up to RMB 1 million, and may be prohibited from
serving as directors, supervisors, senior management and persons in charge
of personal information protection of the relevant company for a certain

period.

(2) RFIE: DMEE AT R0 FH LS iR R EFIRL.
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Civil liability: The owner of the personal information may also bring a civil

action for damage to his or her legal rights and interests.

Fel e, AZIRIAT (NGB B F) B, R E R F
BATHIZAE TR E AN AME BACEE B XS5 CGF 5% PANE R
L5 () XAREF SR EATARHEETE), BWRE, X
BAMETTRE T ERNER, —BHRFER, ERNHE5
BBOTRBATHI XSy, AR EEREVFAR, HH ] REHEERE
Py S5O BEAT 260 . SENOSE PN SO R T AW B H R
S5EH, FHERBERANIEREMEE, Pl AHESHE ARG R -

In particular, the existing SC template places the burden of proof for the
fulfillment of the obligations under the SC on _the PIP (Article 2 The
Obligations of the PIP ...... (x) The Burden of proof for the fulfillment of the

obligations of this contract). This means that a higher requirement is

placed on the data exporters in the event that a dispute arises. In case of

disputes, even if the obligations should be fulfilled by the overseas

recipient, the data exporters may be directly required to provide

evidence when regulation or litigation is triggered. It is recommended

that the data exporters should strengthen the daily supervision and

management of the overseas recipient and pay attention to leaving trails

of corresponding evidential materials, so as to avoid the consequences of

a failure to provide evidence when the need so arises.

(3) I E: MRIEREEENE, WEILTRR (R A R NE B4R
), HaRBFUNFETE.
Criminal Liability: According to the laws of China, any act that constitutes a

crime (such as the crime of violating citizens' personal information, etc.), will

be accounted for in accordance with the laws.
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& SCHRESY

Practical Exercise 9

BN O AR H 2022 F£FF4hE, BH 10 HAr¥l B8 F— H s
W% APP I8 E HFIRERITE B NNE R, HAEEEAMER 5.

From 2022, Company O within the territory has been summarizing and
organizing the personal information of consumers collected from the
operation of its domestic APP before the 10th of each month, and
transmitting it to the overseas headquarters of the Group.

2023 7 H, WSS EE, MEERHE R E D ME BB
=HEEAF P AF.

In July 2023, in preparation for cross-border business cooperation,
Company O intends to transfer the personal information of consumers to a
third-party cooperating company, Company P, located overseas.

Q: 2023 5 6 A2, HA O AFIEREMELR BTG ? BN
O AT LA BESE P AT EHIG?

Q: Starting from June 2023, can Company O within the territory
continue to transmit data to the Group headquarters? Can Company
O within the territory transmit data to Company P overseas?

A: FUX L5535
A: It is necessary to distinguish between different business scenarios:

BT F) 4R BB BB AL S, B RF S iES FIER AR ZR I (PRI
Q11), BN O A=A LAGkEL L1k, (HR47E 2023 4 11 H 30 H AT
SRS AT AR ES FHHT &R

Regarding the transmission of data to the Group headquarters, if it meets
the requirements of the standard contract path (see Q11 for details),
Company O within the territory can still continue to transmit data.
However, it should enter into a SC with the Group headquarters company
and complete the filing before 30 November 2023.
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XS P A E MR, HARE 2023 4 6 A 1 HET2 &I A A
5RMBGESNN, AFE ERTERE A, M EET S P ARITAL
HEEE, IERESFEAERZ HE 10 M TAEAPW, @ik
BRI R TR 7730, R B 5= BN, KRR
RET N, AR BB SRR XS o

Regarding the transmission of data to Company P, since the outbound transfer
activities of personal information has not been engaged before 1 June 2023,
the above-mentioned grace period conditions have not been met. Therefore,
they should first enter into a SC with Company P and, within 10 working days
from the effective date of the SC, submit written materials and electronic
copies to the provincial-level Cyberspace Administration office for record
filing. Otherwise, it will constitute an illegal act and carry the risk of assuming
the aforementioned responsibilities.

[ B 35 5E AL 3R 51 48155
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(2) M ERESLEFEIHNRENES H

(IIT) 5 Questions on Security Certification for Cross-border
Processing Activities of Personal Information (“PIPC”)

Q26: I I LA A A\ 5 RS BRAL FE B B &N IE 27
When can I choose the PIPC?

A26: X TANTE FH 8O 8522 2 vPfl, LSS YE N S NGB BACBRE S A,
n] B AT IR EER AU HE & [F) 2% S B0E N B RS AL BE 3 2 Ak
For companies whose business scope involves personal information processing

activities but is not suitable for a security assessment for outbound data transfers,

they may choose to adopt a SC Filing or PIPC instead.
N RAN TG DL P28 bR, IS A E 2 A AIE R

If a company meets the criteria for the following two categories of subjects, it is

more appropriate for it to follow the PIPC path:

(1) BEAASE—25 . FSR T B A e oA a 2 BN NG
S AP E 5

CPAPI between subsidiaries or affiliates of multinational corporations or the

same economic or business entity;

2) P NERRINE) 56 3 2658 2 FE BN NG B AL 40 2 [
BN EHARAAD NG BRI (AEBLAE A B A [ 5 EH R A A A5 S
Wz, H TSR 1, MiERAR: () DA B R ARG
ahECE RS N H I () i, WS BRARIAT N (=) A

T BGERPLUE B HAR ) -

Activities of overseas PIPs dealing with personal information of natural
persons in China, as stipulated in Article 3, paragraph 2 of the Personal

Information Protection Law (this Law shall also apply to the processing of

the personal information of natural persons within the territory of the People's

Republic of China outside the territory of the People's Republic of China

[ RS B BN R 51 1055
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under any of the following circumstances: (i) where the purpose is to provide

domestic natural persons with products or services:; (ii) where the acts of

domestic natural persons are analyzed and evaluated; and (iii) other

circumstances as prescribed by laws and administrative regulations).

Q27: RE T LA FHZEINERABIFHE R R?
Is PIPC an alternative option to SC Filing?

A27: WL, BEXE 2 AR SRS (R & S g v iE SR, g el fE 1Y
AR Cza D EA RO 3 2 (HERFSC Q30), Frifha A 70 s A 240y
(FER_ESC Q19)) PURBERERE (ZAERR 1 AR e & [F) % g AE
PRHEEMEGFRL PIA 4, &/ ERATEE =TI ANEN U SRR, BB
Bl S8 e WOR HOb fE &[] 2 52 07 3

Yes, for situations whereby both the PIPC and SC Filing path are applicable,

considering the time limit after the passing (PIPC is valid for three years (see

Q30 below for details), the SC does not have a mandatory expiration date (see

Q19 above for details))_and the degree of convenience (for PIPC, in addition to

the contract and PIA required under the SC path, the commissioning of a third-

party certification agency to do the certification is also required), the SC Filing

route is preferable at this stage.

2 (NGB BRI ES RN (EX T E AR, EXERMERIAE, EXY
WEEHAR, EXLHMERIPAEAY, 202245 475, 2022.11.04 KAi, 2022.11.04 5%
i) 2z “5.1.1 YIEIEF R EE .

5.1.1 Holding of Certification Certificate, Implementation Rules on Personal Information Protection
Certification (State Administration of Market Regulation (SAMR), Cyberspace Administration of
China(CAC), Announcement No.47 of 2022 of SAMR and CAC, issued on 4 November 2022,
effective from 4 November 2022

[ B 35 5E AL 3R 51 055
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& THEZE 10
Practical Exercise 10
Bi4h Q AR MBS N HAAN, 1878 a7 Wl DL B L85 A0 R il o

Overseas Company Q operates an independent website targeting domestic
natural persons to sell its overseas goods.

Q: W4t Q AF WA A ZENERRB IS FE&EG?
Q: Can overseas Company Q use PIPC as a substitute for SC Filing?

A: ARTLL, s A ERARES RS R EkE (R ESC Q12), ik
(O J/NSIPVAS bliibu i ge o N TR Kl ehs

No, this scenario does not fall within the scope of the SC Filing process (refer
to Q12 above for more details). Overseas Company Q should comply with
the law and obtain PIPC for outbound data transfers.

Q28: ZAINIERAE T, REFERENMMNS BRI HTAFBLAN NS BARS
Bl ?
Is it necessary to designate a person to be in charge of personal information

protection and establish a personal information protection organization

under the PIPC path?

A28: %, NG BAEE MFAMERCT 2T B4R E M NE BRI TN, JF
ZaVROWNEFSSZS AN AR

Yes. Both the PIP and the overseas recipient are required to designate a person

in charge of personal information protection and establish a personal information

protection organization.

Horp, ANE R 05T NRLE AN NG BAARS LMk R AR O B AR
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201, HIZALRIPORZ AR, B

In particular, the person in charge of personal information protection shall have
expertise in personal information protection and relevant management experience

and shall be a member of the decision-making level of the organization.

Q29: ZA&INERBEATFRE?
How is PIPC conducted?
A29: VI & 2 A UGIE B BRAR AR 73 8 Nk AP IR

The specific process for companies to carry out PIPC is divided into the five steps

described below:

(1) NIERFE: WIERFE AN HHZEN U ZORIEINERFC R (B4
EARTFVAERFL AR R NIERFLH . MHRIEP SRS, 1A
UEHUAEXS PR LA T BB B R A S e 75 52

Certification commission: The person commissioning certification shall

submit materials for the certification commission in accordance with the
requirements of the certification agency (including, but not limited to, the
basic information of the person commissioning the certification, power of
attorney for certification, relevant documents of proof, etc.), the certification
agency will provide timely feedback on whether to accept the commission

after reviewing the certification commissioning materials.

WIENUSZ B, N S AETT %, Bl NERREME. &
LA NG BACBE ShVE Hl . SoRIGIENUAME B4, Rl MIIERSE
N

If the certification agency accepts the commission, it shall determine the

B (222 ebrdE SR B — DA RIS AL G ) 22 2 ERTE v2.0) (4 [1E B2 b
WHARZE G 2, Fefy (2022) 2165, 2022.12.16 K Ai 2022.12.16 5Lt 2 “55 5.2 AL
7,

5.2 Organization Management, Guidelines for Cybersecurity Standard Practice - Security Certification
Specification for Cross-border Processing Activities of Personal Information V2.0 (National Information
Security Standardization Technical Committee, No. 216 of 2022, issued on 16 December 2022, effective
from 16 December 2022)

[ RS B BN R 51 5555
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certification scheme, including the type and amount of personal information,
the scope of personal information processing activities involved, and the
information of the technical verification agency, and notify the person

commissioning certification er.

(2) BARRKE: FARKAENUE N =244% BAIE 7 SRS BRI E, I [ AE
U FIAEZRFE N R BORKAIER 75

Technical verification: The technical verification agency shall implement

technical verification in accordance with the certification scheme, and issue
a technical verification report to the certification agency and person

commissioning the certification.

(3) BlHE B VAENMSERII %, FFRVAERTEA 1 BB % 4k

Pa =%
= o

On-site audit: the certification agency will implement an on-site audit, and

issue an on-site audit report to the person commissioning the certification.

(4) MEG R ARAE: JIEVARTEAIERIETOR, BORKAER 75
L7 & R AR S AR 5 B RHE BT SR & VR, PEHEDE . X
FFEEESR ), MU VIEIE S X ARSI IEZ KA, AR\
IERFT AR, BRI &R, AR E M GERITA
NI

Evaluation and approval of certification results: the certification agency

will make a decision for certification based on the comprehensive evaluation
made according to the materials for the certification commission, technical
verification reports, on-site audit reports, and other relevant information. For
cases that meet the certification requirements, a certificate of certification
will be issued. For the ones that do not yet meet the certification requirements,
the person commissioning the certification may be required to make
rectifications before the deadline. If the certification agency finds that after
rectification, the application is still not sufficient for certification purposes,
then the agency will notify the person commissioning the certification in

writing of the termination of the commission for certification.

B A 5 BE AL U 2R 51 53/55

Series on International Data Cross-Border Rules Rules



H E B IR S LR E B 1S
White Paper on China Outbound Data Transfers Practice

WREIGNERFEN . NG B E AR RRER. WSk
WNIEER A ™ HL M A IE Ll (AT I, AEAS Tl

If it is found that the person commissioning the certification or PIP has
committed acts that seriously affect the implementation of certification such
as deception, concealment of information, or intentional violation of

certification requirements, the certification will not be allowed.

(5) ZRIEJEHEE: IENU N B VGER RUHN, YRS IMER N AER
REBEE AT FF AL MR CAIERUR B 24 R E =4 1 7 QSR AR AIE a7 B
B ORSRAF L 1 NS B AL B 3P 22T 5 IR EESR), IR & B E
B . IR SRR S B 45 1 A Af A 5¢ 52 BHE BT 45 6 0F
. VEMIEE R, PTARSRRRIEIE TS A, IR R AR
P FH LS TEAE 8 5 B AR U UG IE R AL 2

Post-certification supervision: The certification agency shall, within the

validity period of the certification, carry out continuous supervision of the
certified PIPs (the certification agency shall take appropriate measures to
implement the post-certification supervision to ensure that the certified PIPs
continue to comply with the certification requirements), and reasonably
determine the frequency of supervision. The certification agency shall
conduct a comprehensive evaluation of the outcomes of the post-certification
supervision and other relevant information, and if the evaluation is passed,
the concerned entity can keep the certification; if the evaluation is not passed,

the certification agency shall suspend or revoke the certification accordingly.

Q30: ZANIERIA RO ?
What is the validity period of the PIPC?
A30: ZAYAERNIEIE R AR 3 4. HIEPRFHE LA, Al iAE

AR EHET 6 > H W IRAENUA SR VGE RS . IAIEN USRI IRIIE A
BT R A EESR RO HHE TS .

YO MNE BRI VAESEIERND) (AR TR EERER, EXLRMERPAE, EX7
B A 5 BE AL U 2R 51
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The PIPC is valid for three years. If after its expiration, one intends to continue
activities that require one to have a valid certificate, then the company should
make an application for certification at least 6 months before the certification
expiration date. The certification agency will adopt the same compliance standard
for post-certification supervision in evaluating whether a given applicant meets

the requirement for the issuance of a new certification.

[BL R EIEX]

WEEELAR, ERKLRMERPAEAY, 20225 475, 2022.11.04 KAi, 2022.11.04 5%
i) 2z “5.1.1 YIEIEF R EE .

5.1.1 Holding of Certification Certificate, Implementation Rules on Personal Information Protection
Certification (State Administration of Market Regulation (SAMR), Cyberspace Administration of
China(CAC), Announcement No.47 of 2022 of SAMR and CAC, issued on 4 November 2022, effective
from 4 November 2022

B A 5 BE AL U 2R 51

Series on International Data Cross-Border Rules Rules

n
W
-~
n
(V)]



H E B IR S LR E B 1S
White Paper on China Outbound Data Transfers Practice

PHeRE—: IR/ RHIR S

Annex I: Index of Q&As and Practical Exercises

i /=M Q&As/ Practical Exercises T Page

QUAT A TE AL IR Bl Ke384 4= VP A ?

Under what circumstances must security assessment for outbound data transfers
be conducted?

P13

QM ATy EL A L 2y 2

‘What constitutes an act of outbound data transfer?

P14

SEHRTEZE 1

Practical Exercise 1

P15

Q3: AT iR L E K4 2

How to identify "important data"?

P16

Q- R “BBUR A NAE 2

How to identify "sensitive personal information"?

P18

QS5-I F5E bR AE B LAtk i s B 7

Who is a "critical information infrastructure operator"?

P18

Q6: U L5 100 Ji+ 10 Ji+ 1 3B 32

How to define the quantitative scale of 1 million, 100 thousand, and 10
thousand?

P19

Q7: St AT 17 0 25/ th 5 5 5 2 O 5 7 37

What should be done when there are multiple outbound scenarios to be declared
by the same data processor?

P20

Q8: A4 T L N 24 FEFTBEAT Kl Hh 45 4 VP A ?

When should a security assessment for outbound data transfers be re-
conducted?

P21

SCHRIEZS 2

Practical Exercise 2

P23
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i /=M Q&As/ Practical Exercises T Page

Qo: ANV L ANFSIT e B VP TAE? HH %, THERATZ AT E? H
Pl AR R 24 PP TR L 75 1 ?
Is it necessary for companies to carry out the self-assessment exercise in

advance? If so, how far in advance? What should be assessed in the self-
assessment?

P23

AR 3

Practical Exercise 3

P26

QIO:HieHfs H 55 22 A AL FRARIAE 75 ZEAE 2 IS ) ?

How long does the security assessment filing process of outbound data transfers
take?

P26

QIUUAEAT bttt & [RIEAT Hdfe th 353 3 R & IV 2

What is the scope of application of a SC?

P28

QI2:ARHE S [RIZEE [ T AR A TR L ?
Who are parties to a SC?

P29

SEHRTESE 4

Practical Exercise 4

P 30

QI HEIR K “H TELEL)”, XA RRE kT AL #6534 15 2

The provision refers to "independent contracting", does this mean that
companies can skip the filing process?

P30

QI4:RET B 2 MM th 537 St A [F) — Bk &5 [H) ?

Can the same set of SC be used for multiple outbound data transfers?

P32

SEHRHYE 5

Practical Exercise 5

P33

QIS RIKTT— AT LG I 4 5 2

Can related parties consolidate their filings?

P34

SRS 6

Practical Exercise 6

P36

Q16: 7] LME bRt [F] Sk 2

Can the terms of a SC be modified?

P37
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i) B /R Q&As/ Practical Exercises TS Page
QI7:WIR L2 GDPR T ks [, & ik 2 & o E i bsitE & A ?
If a SC under the GDPR has been signed, do I need to sign a SC that conforms P37
with the Chinese laws?
QI8 NAF BALHRE & 75 ] AFE AT AR b SCRRbR i 1] 2 .
Can a PIP submit a non-Chinese version of a SC?
Q19:briE & IRl & ZE A R 2 A ? -
How long is a filing of SC valid for?
Q0:AT AMELL R EE B R? b3
Under what circumstances will it be necessary to re-file?
SEHRIESR T
P 40
Practical Exercise 7
Q21:ZFE N2 0] AT A &[] 2 al
P
Can a trustee enter into a SC?
SCHRIEZS 8
P42
Practical Exercise 8
Q22AEFMES & R T, PIA REARRZAL? b a3
Is PIA special under the SC Filing path?
Q23: ARk & IRl ZE 45 Rt 42 b3
What is the outcome of a SC Filing?
Q24: B BRI A N B BB Bi AL 2 5 5742 b s
Are outbound transfers of personal information during the grace period legal?
Q25 ARREAE TR I e OB o5, Budls 2 R ARE? R/ /KIHTT
f£?
In the event that modification is not completed within the grace period, would P44
the outbound data transfer be illegal? Is there any legal consequence for such a
failure?
AL 9
P47
Practical Exercise 9
Eley ez v W EY] FffE— (Annex1) 3/4
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i) B /R Q&As/ Practical Exercises TS Page

Q26: T AT DAL £ N A5 B 5 B Ak BE G 3 22 A IEBR AR ? 49
P

When can I choose the PIPC?

Q275 75 AT LA £ 2 A YAERARE PRt 5 ] 4 52 ? b 50

Is PIPC an alternative option to SC Filing?

SLERRZR 10
P51

Practical Exercise 10

Q28 ZANIERAE T, =75 77 E48 2 M NE BRI 5T NI BOLADNE

SR AL ?

Is it necessary to designate a person to be in charge of personal information Pl

protection and establish a personal information protection organization under

the PIPC path?

Q29: ZAWIERAAE A TTE? 5
P5

How is PIPC conducted?

Q30: %2 A AE A A &Y ? .
P5

What is the validity period of the PIPC?
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Annex II: List of Major Laws and Regulations

alE
FE | ol RIHE | oo | EREE O RUIRE
. . Effective Level of
No. | Name of Document | Issuing Body | Issuing Date Date Stirin
1 (P NRFEAE | EARAE | 2016.11.07 | 2017.06.01 I
IR 28 22 4235 ) RKEHEHER
e Law
"PRC Cybersecurity =
Law" Standing
Committee of
the National
People's
Congress
(“SCNPC”)
2 (R NRIEFNE | 2 ANRASE | 2021.06.10 | 2021.09.01 TR
AR AE) REHEFHER
P Law
"PRC Data Security =
Law" SCNPC
3 (P ANRENE | 2FEANRAFE | 2021.08.20 2021.11.01 W
MNEERIIEY | ReWHEER
e Law
"PRC Personal =
Information SCNPC
Protection Law"
4 (ERZEHEARA | £2E(EE L4 | 2020.03.06 | 2020.10.01 | #HEFEVEEFR
MNMEBZERNTE | PR RS Recommended
o =P
(GB/T 35273 A National
202007 National Standard
"Information Information
Security Technology Security
- Personal Standardization
Information Technical
Security Committee
Specification (GB/T
35273-2020)"

15 BRI A ML A5 BT T A A R ) B i 48 51, 17 LAE 7 R AT N HE
Not yet included in the questions and answers or guidelines published by local cyberspace administration
departments. Please refer to official publications for accurate information.
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N N M [H, Py
S| HEw RINx | gooetm | EEER XOIES
. . Effective Level of
No. | Name of Document | Issuing Body | Issuing Date Date Strength
5 (B e evr | AR EERMME | 2022.07.07 | 2022.09.01 BRI
IRy E\/ INZ
TP BIAE Departmental
"Measures for Cyberspace Regulations
Security Assessment | Administration
of Outbound Data of China
Transfers"
6 (B e 2o | AR EEMME | 2022.08.31 | 2022.08.31 Fa R
flifiRdEr (3B — BIAE :
7)) Normative
Cyberspace Document
"Guidelines for Administration
Application for of China
Security Assessment
of Outbound Data
Transfers (First
Edition)"
7 (B RN | X EBEME | 2023.0222 | 2023.06.01 TR
i =D) S A 2
HES TR F0ED BIAE Departmental
"Method of Cyberspace Regulations
Standard Contract | Administration
for Outbound of China
Transfer of Personal
Information"
8 (MAFEEWmER | EEEEME | 2023.0530 | 2023.05.30 | HErEscft
A R4 45 S /NS :
D) Normative
Cyberspace Document
"Guidelines for Administration
Filing Standard of China
Contract for
Outbound Transfer
of Personal
Information (First
Edition)"
9O | CHEMRACX | EFEBRE | 20231200 | 20231210 | M
(MM & A | B & Local
ME BEEREhEr | BEIHTRH Regulations
HE R SEHEE 51 ) Tk S
“Implementation Cyberspace
Guidelines on the | Administration
Standard Contract | of China, Hong
for Cross-boundary Kong
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S| HEw RINx | gooetm | EEER XOIES
No. | Name of Document | Issuing Body | Issuing Date EffDe:tt;ve SI,Jtizzlg(t)lfl
Flow of Personal Innovation and
Information Within Technology
the Guangdong- Commission
Hong Kong-Macao
Greater Bay Area
(Mainland, Hong
Kong)”
10 | (PAEEGEYHA | BROBERMG | 2022.11.04 | 2022.11.04 | HESEESCH:
EESTHEAY | B ER Normative
Wk AR 25
"Implementation Fﬁ%ﬂ; ; R Document
Rules for Personal w
Informajtion Cyberspace
Protection Administration
Certification” of China, State
Administration
for Market
Regulation
11 (Bye et | EZEERMAE | 2023.09.28 — AR
PR E  (MiE B
© e 1 e Departmental
KE WA )
Cyberspace Regulations
“Provisions on Administration
Regulating and of China
Promoting Cross-
border Flow of Data
(Exposure Draft)”
12 (g brdiss | 2EERZ4S | 2022.12.16 2022.12.16 | FRAEMICHA
EARE—NGER | AR A
5 BE AL G B 22 4 InF~ Standard
SN -
WERE V2.0) National related
V2.0) Information Technical
Security Document
"Guidelines for Standardization
Cybersecurity Technical
Standard Practice - Committee
Security
Certification

Specification for
Cross-border
Processing
Activities of
Personal
Information V2.0"
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S| HEw RINx | gooetm | EEER XOIES
No. | Name of Document | Issuing Body | Issuing Date EffDe:tt;ve SI,JtiZ:;lg(t)lfl
13 (Mg brifiss | 2EER R4 | 2022.0624 | 2022.06.24 | bRl GEA
AR — AR | AR Sff
BEISEE e | AR
DR Standard-
National related
"Guidelines for Information Technical
Cybersecurity Security Document
Standard Practice - | Standardization
Security Technical
Certification Committee
Specification for
Cross-border
Processing
Activities of
Personal
Information"
14 (M4 | EREERME | 2021.11.14 — FRIEAE AT
M (AESRE BIAE :
) Normative
Cyberspace Document
"Regulations on Administration
Network Data of China
Security
Management (Draft
for Comments)"
15 (FEEZEHAR E | 2EFERZ4 | 2022.01.13 — HEFEPEE by
TR RRRR | ARHELEORE Recommended
CHERTE D) R oo
"Information National Standard
Security Technology | Information
- Guidelines for Security
Identification of Standardization
Important Data Technical
(Draft for Committee
Comments)"
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Adhering to the basic principles of legal supremacy, ruling the country according to the
law, putting clients first and contributing to the society, Duan & Duan has walked out
of the road of successful development of Chinese law firms in internationalization,
specialization and scale. The Duan & Duan Data Team is an innovator and key player
in providing unique legal services for data compliance in China, with unique resource
advantages and rich business experience in the field of cross-border data transfer, [PO

data compliance, and data compliance management system construction, etc.
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Shanghai Data Group Co., Ltd. is a first-level state-owned enterprise with data as its
core business. As the authorized operating entity of Shanghai's public data and the
supporting entity for the basic governance of urban integrated big data resources, it
takes promoting the construction of the data element market, stimulating the potential
of data elements, and ensuring data security as its strategic mission to promote public
data, social data, and personal data. Integrated development and utilization are the main
responsibilities and main businesses, focusing on digital industrialization, industrial
digitization and promoting the ecological development of the data industry, practicing
"co-builder of data governance system, pioneer of data resource system, leader of
digital economy development, promoter of digital government construction" As a
pioneer in international data cooperation, we are committed to becoming a world-class

data element-based enterprise.
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